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A
beautiful holiday season to all of our friends,
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in addition 19/20 Pell disbursements must be requested and posted to COD by
September 30th. We have provided an overview of these processing deadlines, as
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This month’s newsletter
covers everything from recent announcements on the
Deborah
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HEERF funding and CARES Act compliance regulations, as well as a variety of
topics affecting our financial aid sector. Lastly, we review the importance of
maintaining strong Cybersecurity controls in our Compliance Corner. FSA
recently announced a new active campaign of ransomware targeting the higher
education industry.
We will be closed Monday, September 7th in observance of Labor Day.
Take time to unwind, relax, and enjoy your Labor Day weekend!
Thank you and until next time, have fun!
Deborah John, President

PROPOSED HIGHER EDUCATION EMERGENCY RELIEF (HEERF)
DATA COLLECTION FORM: CALL FOR COMMENT
On July 29, 2020, the U.S. Department of Education (ED) released a proposed
Higher Education Emergency Relief (HEERF) Data Collection Form (HEERF
Form). The information collected on the form supports the annual collection of
data pertaining to the uses of funds under Section 18004 (a) of the Higher
Education Emergency Education Relief Fund (HEER Fund). The information
will be reviewed by U.S. Department of Education (Department) employees to
ensure that HEER funds are used in accordance with section 18004 of the
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CARES Act, and will be shared with the public to promote transparency regarding the allocation and uses of
funds.
Comments on the proposed HEERF Form will be accepted until September 28, 2020. The Department of
Education is especially interested in public comment addressing the following issues: (1) Is this collection
necessary to the proper functions of the Department; (2) will this information be processed and used in a timely
manner; (3) is the estimate of burden accurate; (4) how might the Department enhance the quality, utility, and
clarity of the information to be collected; and (5) how might the Department minimize the burden of this
collection on the respondents, including through the use of information technology.
The anticipated reporting periods and associated deadlines for this information collection are as follows:
The First Annual Report is due on January 29, 2021 and applies to the reporting period from March 13, 2020
through June 30, 2020. The Second Annual Report is due on September 30, 2021 and applies to the reporting
period from July 1, 2020 through June 30, 2021. The Third Annual Report is due on September 20, 2022 and
applies to the reporting period from July 1, 2021 through June 30, 2022.
To review the proposed form and make your comment prior to the September 28th deadline click
here. Although it may change based on the proposed information, please review the collection data now so you
are familiar as to where the reporting may go.

NEW TITLE IX RESOURCES RELEASED BY THE DEPARTMENT OF EDUCATION
As the Title IX Rule takes full effect today, U.S. Secretary of Education Betsy DeVos, along with the
Department of Education have released a new website to help both students and institutions understand their
rights and protections under the new regulations. The new website contains a plethora of information including:







A summary and overview of the Title IX Final Rule
A Fact Sheet breaking down the goals of the Title IX Rule to
o Recognize Sexual Harassment as Sex Discrimination
o Empower and Protect Survivors in New Ways
o Balance the Scales of Justice on College Campuses across America
A Webinar on How to Report a Complaint
How Schools Can Implement the New Title IX Rule
A Webinar on the Due Process Protections under Title IX

To visit the Department’s Website on Title IX and take advantage of the many new resources click here.
The Career Education Review published an information article covering not only the release of the new website,
but also a summarization on the background of the Title IX rule. You can access the article by clicking here.
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FINAL REGULATIONS PUBLISHED IN REGARDS TO DISTANCE LEARNING AND INNOVATION
On September 2, 2020 the Department of Education released the final regulations in regards to distance
education and innovation. The Secretary amends the general, establishing eligibility, maintaining eligibility, and
losing eligibility sections of the Institutional Eligibility regulations issued under the Higher Education Act of
1965, as amended (HEA), as related to the aforementioned topics. In addition, the Secretary amends the Student
Assistance General Provisions regulations issued under the HEA. These regulations are effective July 1, 2021,
with an early implementation of September 2, 2020.
These final regulations come as many institutions continued to be affected by COVID-19 and are being forced
to conduct their teaching via remote learning. Secretary Betsy DeVos was quoted as saying “The COVID-19
pandemic has shown that a video call is not enough, and our outdated rules did not comport with 21st-century
realities. These regulations are a true ‘rethink’ of what is possible for students so that they can learn in the ways
and places that work best for them.”
These regulations—















Clarify that when calculating the number of correspondence students, a student is considered “enrolled
in correspondence courses” if correspondence courses constitute 50 percent or more of the courses in
which the student enrolled during an award year;
Limit the requirement for the Secretary's approval to an institution's first direct assessment program at
each credential level;
Require institutions to report to the Secretary when they add a second or subsequent direct assessment
program or establish a written arrangement for an ineligible institution or organization to provide more
than 25 percent, but no more than 50 percent, of a program;
Require prompt Department action on any application an institution submits to the Secretary seeking a
determination that it qualifies as an eligible institution and on any reapplications for a determination that
the institution continues to meet the requirements to be an eligible institution for HEA programs;
Allow students enrolled in eligible foreign institutions to complete up to 25 percent of an eligible
program at an eligible institution in the United States; and clarify that, notwithstanding this provision, an
eligible foreign institution may permit a Direct Loan borrower to perform research in the United States
for not more than one academic year if the research is conducted during the dissertation phase of a
doctoral program;
Clarify the conditions under which a participating foreign institution may enter into a written
arrangement with an entity that does not participate in the title IV, HEA programs;
Provide flexibility to institutions to modify their curricula at the recommendations of industry advisory
boards and without relying on a traditional faculty-led decision-making process;
Provide flexibility to institutions when conducting clock-to-credit hour conversions to eliminate
confusion about the inclusion of homework time in the clock-hour determination.
Clarify the eligibility requirements for a direct assessment program;
Clarify, in consideration of the challenges to institutions posed by minimum program length standards
associated with occupational licensing requirements, which vary from State to State, that an institution
may demonstrate a reasonable relationship between the length of a program, as defined in 20 U.S.C.
1001(b)(1), and the entry-level requirements of the occupation for which that program prepares students;
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Clarify that a student is not considered to have withdrawn for purposes of determining the amount of
title IV grant or loan assistance that the student earned if the student completes all the requirements for
graduation for a non-term program or a subscription-based program, if the student completes one or
more modules that comprise 49 percent or more of the number of days in the payment period, or if the
institution obtains written confirmation that the student will resume attendance in a subscription-based
or non-term program;
Remove provisions pertaining to the use and calculation of the Net Present Value of institutional loans
for the calculation of the 90/10 ratio for proprietary institutions, because the provisions are no longer
applicable;
Clarify the satisfactory academic progress requirements for non-term credit or clock programs, termbased programs that are not a subscription-based program, and subscription-based programs;
Clarify that the Secretary will rely on the requirements established by an institution's accrediting agency
or State authorizing agency to evaluate an institution's appeal of a final audit or program review
determination that includes a finding about the institution's classification of a course or program as
distance education, or the institution's assignment of credit hours;
Clarify that the Secretary may deny an institution's certification or recertification application to
participate in the title IV, HEA programs if an institution is not financially responsible or does not
submit its audits in a timely manner; and
Clarify that an institution is not financially responsible if a person who exercises substantial ownership
or control over an institution also exercised substantial ownership or control over another institution that
closed without executing a viable teach-out plan or agreement.

Costs and Benefits
As further detailed in the Regulatory Impact Analysis, the benefits of the regulations include—
(1) Updating and clarifying definitions of key terms related to distance education, correspondence courses,
direct assessment, and competency-based programs to support the continued development of these innovative
educational methods;
(2) Identifying a disbursement process for a subscription model for competency-based education so schools
know how their students can access title IV aid for them, removing one potential barrier to growth of such
programs; and
(3) Eliminating references to outdated technologies and making the regulations flexible enough to accommodate
further technological advancements.
Institutions that choose to offer these programs will benefit from the clarifications of terms and processes
involved in establishing and administering direct assessment programs and reduced barriers to entry. While
those currently offering such programs or competency-based courses will be best positioned to offer new
programs in the near-term, we expect additional institutions to take advantage of the opportunities to offer new
programs. While it is more a function of continued evolution in the postsecondary market, removing the barriers
to entry will increase competition and some institutions could face a cost associated with losing students to
those that offer appealing new programs.
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The emphasis on flexibility, workforce development, and innovative educational approaches will be beneficial
to students. Students, especially non-traditional students that find the existing competency-based or distance
education programs to be appealing for various reasons, can benefit from flexible pacing and different models
for assessing progress. Additionally, while competency-based models are a relatively new segment of the
postsecondary market, some evidence suggests that the self-pacing model and other efforts by institutions to
accommodate other scheduling demands students have, and to recognize knowledge and skills gained
elsewhere, may allow students to graduate with lower debt.[1] However, it is not clear how students will
respond, and whether more traditional students will also be attracted to competency based programs as more
institutions develop them.
These regulations involve a significant amount of monetary transfers among the Federal Government, students,
and institutions through increased Pell Grants and Federal student loans. The Department assumes students in
the existing baseline who switch from one program to another will receive similar amounts of Federal aid, thus
these changes will not have a significant budget impact. We estimate that new students attracted to new
competency-based or other programs developed, in part, because of the clarity created by these regulations will
have a net Federal budget impact over the 2020-2029 loan cohorts of $[-237] million in outlays in the primary
estimate scenario and an increase in Pell Grant outlays of $1,021 million over 10 years, for a total net impact of
$784 million. The Department provides additional detail related to budget estimates in the Regulatory Impact
Analysis section and provides burden estimates in the Paperwork Reduction Act section.
Implementation Date of These Regulations: Section 482(c) of the HEA requires that the Department publish
regulations affecting programs under title IV of the HEA in final form by November 1, prior to the start of the
award year (July 1) to which they apply. However, that section also permits the Secretary to designate any
regulation as one that an entity subject to the regulations may choose to implement earlier and the conditions for
early implementation.
The Secretary is exercising her authority under section 482(c) of the HEA to designate the regulatory changes to
regulations at title 34, parts 600, 602, and 668 of the Code of Federal Regulations included in this document for
early implementation beginning on September 2, 2020, at the discretion of each institution, or each agency, as
appropriate. The Department will implement the regulations as soon as possible after the implementation date
and will publish a separate notice announcing the timing of the implementation. Otherwise, the final regulations
included in this document are effective July 1, 2021.
https://www.federalregister.gov/documents/2020/09/02/2020-18636/distance-education-and-innovation

ADMINISTRATIVE COST ALLOWANCE PAYMENTS FOR 18/19 and 19/20
The Federal Pell Grant (Pell Grant) regulations at 34 CFR 690.10 provide for an Administrative Cost
Allowance (ACA) payment of $5.00 to each participating school for each student who receives a Pell Grant at
that school for an award year. These funds may be used only to defray the costs of administering the Pell Grant,
Federal Supplemental Educational Opportunity Grant, Federal Work-Study, and Federal Perkins Loan
programs.
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ACA payment amounts are not included in a school’s Current Funding Level (CFL) but are direct payments
made to a school based on its unduplicated student recipient information. A school’s total number of Pell Grant
unduplicated recipients, used in the calculation of the ACA payment, includes students with at least one
reported and accepted actual disbursement (Disbursement Release Indicator or DRI value equal to “true”) in the
Common Origination and Disbursement (COD) System. A student will be included in the calculation even if
there is a full recovery of the entire Pell Grant award.
A school’s total unduplicated recipient count excludes the following students:




Those who have been determined ineligible for a Pell Grant or rejected by the Central Processing
System
Those for whom origination records were accepted in the COD System but for whom accepted actual
disbursements (Disbursement Release Indicator or DRI value equal to “true”) have not been received
Those for whom all actual disbursements have been rejected

Third and Final Pell Grant Administrative Cost Allowance Payments for 2018–19 Award Year
The third and final ACA payment for the 2018–19 Award Year is based on records that the COD System has
processed from the date we processed the second ACA payments for the 2018–19 Award Year (Aug. 20, 2019)
up to the date that we process the third and final ACA payments for the 2018–19 Award Year. We began
processing the third and final ACA payments for all schools on Aug. 20, 2020.
A school’s calculated Pell Grant ACA payment will be posted in G5 as an Available Balance in the school’s
ACA G5 Award Number, P063Q18####. Once posted, a school must sign in to the G5 website and process a
drawdown transaction in G5 to receive the funds.
ACA payment amount notifications will be sent to reporting schools. Specifically, we will send an Electronic
Statement of Account (ESOA) (Message Class PGAS18OP) that reflects the ACA payment amount to the
reporting school’s Student Aid Internet Gateway (SAIG) mailbox. Additionally, the ACA payment amount and
other ACA-related information will be displayed on the COD website's School Funding Information
screen. This information is as follows:






“Total Unduplicated Recipients” Field – Count of unduplicated recipients for the 2018–19 Award Year
for the school
“Total Unduplicated Recipients Paid” Field – Count of unduplicated recipients for the 2018–19 Award
Year for whom ACA has been paid
“Total ACA” Field – Dollar amount paid to the school to date for the 2018–19 Award Year
“Last ACA Payment Date” Field – Most current date for which an ACA payment was made for the
2018–19 Award Year
“ACA Payment History” Link – “Number of Recipients,” “Date ACA Paid” and “Amount” for the first,
second, and third/final ACA payments for the award year

Second Pell Grant Administrative Cost Allowance Payments for 2019–20 Award Year
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The second ACA payment for the 2019–20 Award Year is based on records that the COD System has processed
from the date we processed the first ACA payments for the 2019–20 Award Year (Feb. 27, 2020) up to the date
that we process the second ACA payments for the 2019–20 Award Year. We began processing the second ACA
payments for all schools on Aug. 20, 2020.
A school’s calculated Pell Grant ACA payment will be posted in G5 as an Available Balance in the school’s
ACA G5 Award Number, P063Q19####. Once posted, a school must sign in to the G5 website and process a
drawdown transaction in G5 to receive the funds.
ACA payment amount notifications will be sent to reporting schools. Specifically, we will send an Electronic
Statement of Account (ESOA) (Message Class PGAS19OP) that reflects the ACA payment amount to the
reporting school’s Student Aid Internet Gateway (SAIG) mailbox. Additionally, an ACA payment amount and
other ACA-related information will be displayed on the COD website's School Funding Information screen.
This information is as follows:






“Total Unduplicated Recipients” Field – Count of unduplicated recipients for the 2019–20 Award Year
for the school
“Total Unduplicated Recipients Paid” Field – Count of unduplicated recipients for the 2019–20 Award
Year for whom ACA has been paid
“Total ACA” Field – Dollar amount paid to the school to date for the 2019–20 Award Year
“Last ACA Payment Date” Field – Most current date for which an ACA payment was made for the
2019–20 Award Year
“ACA Payment History” Link – “Number of Recipients,” “Date ACA Paid” and “Amount” for the first
and second ACA payments for the award year

https://ifap.ed.gov/electronic-announcements/082420ThirdFinalPellGrantAdminCostAllowancePay1819AY
https://ifap.ed.gov/electronic-announcements/082420SecondPellGrantAdminCostAllowancePayments1920AY

2020-2021 SUPPLEMENTAL CAMPUS- BASED FUNDS
Sometime at the end of September schools can expect to be notified via email if they received Supplemental
Campus- Based funds. In a recent Electronic Announcement, FSA explains how 2020-21 supplemental award
funds for each of the Campus-Based programs will be distributed and how schools will be notified of
supplemental awards. Other than funds distributed through the supplemental process described in this
announcement, we do not anticipate that any additional Campus-Based funds will become available for the
2020–21 Award Year.
The Department of Education uses information collected on the Campus-Based Reallocation Forms (that were
due Monday, Aug. 17, 2020) to reallocate unexpended Federal Supplemental Educational Opportunity Grant
(FSEOG) and the Federal Work-Study (FWS) program funds from the previous award year as supplemental
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allocations for the current award year. (See a July 7, 2020 Electronic Announcement for more information about
the reallocation form and process.)
Distribution of Supplemental Campus-Based Funds
Supplemental Campus-Based funds are distributed in accordance with section 413D(d) for FSEOG and section
442(d) for FWS of the Higher Education Act of 1965, as amended, and the regulations at 34 CFR 673.4.
While we intend to award supplemental funds as described, if there is a FEMA-declared disaster that impacts
schools during the summer, we may award funds to those schools to assist students impacted by the disaster.
Should that occur, a subsequent Electronic Announcement will be posted that will supersede the information
below.
FSEOG
Available FSEOG funds are reallocated to schools that show a shortfall in their fair share calculation (final
funding worksheet for FSEOG, line 25). The allocation is distributed using the same formula as final awards.
Depending on the funding available, supplemental FSEOG awards may be very small and not all schools may
receive supplemental FSEOG funds.
FWS
We will award 100% of the available FWS funds to schools that (1) have a 2020–21 fair share shortfall (final
funding worksheet for FWS, line 28); and (2) requested a supplemental 2020–21 FWS allocation on line 5 of
the Campus-Based Reallocation Form.
School Notification
As mentioned above, schools will be notified by email by the end of September 2020, if they received
supplemental Campus-Based funds. This email is sent to the Financial Aid Administrator identified on the most
recently submitted FISAP, or as updated on the "Demographics" page on the COD website.
In the email, schools will be referred to their Campus-Based Statement of Account which will reflect the
supplemental award amount for each program.
To access the Statement of Account, schools should follow these steps:
1. Log in to the COD website.
2. From the School tab, select the “Campus-Based System” link from the left navigation menu.
3. Select “Self-Service,” then “Notifications” from the left navigation menu.
https://ifap.ed.gov/electronic-announcements/082820SupplementalCampusBasedFunds2021
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UPDATES TO THE FAQ ON THE CARES ACT
The Department of Education released an updated Frequently Asked Questions supplemental document on
August 6, 2020. The original guidance was issued on July 30th, 2020 and the only change pertains to Question 1
regarding the deadline for instructions to spend the HEERF funds received under the CARES Act.
Please note: These FAQs constitute a guidance document. Guidance documents represent the Department of
Education’s current thinking on a topic. They do not create or confer any rights for or on any person and do not
impose any requirements beyond those required under applicable law and regulations. Guidance documents lack
the force and effect of law.
https://www2.ed.gov/about/offices/list/ope/caresactsupplementalfaqs63020-080630revision.pdf
The excerpt for Question 1 that was updated is posted below:
1. What is the deadline (project period or period of performance) for institutions to spend Higher
Education Emergency Relief Fund (HEERF) funds received under the CARES Act?
All institutions were given 1 calendar year (365 days) from the date of award in their HEERF Grant Award
Notification (GAN) to complete the performance of their HEERF grant. Therefore, for example, if a grantee
received a GAN on April 7, 2020, the one calendar year period of performance for their HEERF grant would be
through April 6, 2021. Please note that after the end of the year-long period of performance, grantees have an
additional 90 calendar days to liquidate their obligations made during their year-long period of performance as
part of the grant closeout procedures (2 CFR § 200.343(b)). The Department understands that some grantees,
even given the emergency nature of the HEERF grant, may be unable to obligate funds by this time.
Consequently, no-cost extensions (NCEs) of up to 12 months are available as provided for in 2 CFR §
200.308(d)(2). NCEs may not be exercised merely for the purpose of using unobligated balances. Given the
emergency nature of HEERF grants, the Department does not intend an NCE to extend longer than 12
months. HEERF grantees are encouraged to discuss any need for an NCE with their respective program officer
well in advance of the end of their grant period of performance.
For general information about grant management, grantee responsibilities, and grant closeout, please consult
the Department’s guide, Grant making at ED, available here.

2019-2020 PROCESSING DEADLINE REMINDERS
ISIR corrections must be received by September 12, 2020. For additional details see the Federal Register Notice
Volume 84, Number 212, available here:
https://ifap.ed.gov/sites/default/files/attachments/2019-11/FR110119AY20192020DeadlineDates.pdf
Also per the Federal Register Notice the following have deadlines of 9/19/2020:
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An ISIR or SAR for the student must be received by the institution no later than the student's last date of
enrollment for the 2019/2020 award year or September 19, 2020, whichever is earlier.
Verification documents must be received by the institution no later than 120 days after the student's last
date of enrollment for the 2019-2020 award year or September 19, 2020, whichever is earlier.
All Federal student aid programs except for (1) Direct PLUS Loans that will be made to parent
borrowers, and (2) Direct Unsubsidized Loans that will be made to dependent students who have been
determined by the institution, pursuant to section 479A(a) of the HEA, to be eligible for such a loan
without providing parental information on the FAFSA, the ISIR or SAR must have an official expected
family contribution (EFC) and must be received by the institution no later than the earlier of the
student's last date of enrollment for the 2019-2020 award year or September 19, 2020.
For a student who is requesting aid through the Pell Grant, FSEOG, FWS, and Federal Perkins Loan
programs or for a student requesting Direct Subsidized Loans, who does not meet the conditions for a
late disbursement under 34 CFR 668.164(g), a valid ISIR or valid SAR must be received by the student's
last date of enrollment for the 2018-2019 award year or September 19, 2020, whichever is earlier.
In accordance with 34 CFR 668.164(g)(4)(i), an institution may not make a late disbursement of title IV
student assistance funds later than 180 days after the date of the institution's determination that the
student was no longer enrolled. Table A provides that, to make a late disbursement of title IV student
assistance funds, an institution must receive a valid ISIR or valid SAR no later than 180 days after its
determination that the student was no longer enrolled, but not later than September 19, 2020.

Table A (referenced in the last bullet above) can be viewed by linking to the Federal Register Notice above.

UPDATED DEADLINES FOR FLEXIBILITIES RELATED TO COVID-19
The Department posted a recent Electronic Announcement, https://ifap.ed.gov/electronicannouncements/082120UpdatedDeadlinesFlexReltoCOVID19, extending the deadlines for all flexibilities
related to the COVID-19 emergency through the end of the payment period that includes December 31, 2020 or
the end of the payment period that includes the end date for the Federally-declared emergency related to
COVID-19, whichever occurs later. There are a few exceptions to this general guideline and they are listed
below. These initial flexibilities are outlined in Electronic Announcements published on March 5, April 3, May
15, July 9, and July 10, 2020.
Exceptions to the general deadline
Campus-Based Matching Requirements
Section 3503 of CARES Act waives the institutional share (match) requirement associated with the Federal
Work-Study (FWS) and Federal Supplemental Educational Opportunity Grant (FSEOG) programs for the 20192020 and 2020-2021 award years. Irrespective of when the national emergency declaration is lifted, no
institutional match is required for either of these award years. Institutions are reminded that the CARES Act
does not waive the non-Federal share requirement that applies to private for-profit organizations that participate
in the FWS program.
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Leave of Absence (LOA)
The Department is extending the maximum duration of an LOA from 180 days to also include the number of
additional days remaining in the calendar year. This flexibility includes students who are already on an LOA
approved since the original flexibility was granted.
Return of Title IV Funds
An institution is not required to return Title IV funds for any student who begins attendance in a payment period
or period of enrollment that includes March 13, 2020, or begins between March 13 and the later of December
31 or the last date that the national emergency is in effect, and subsequently withdraws from the period as a
result of COVID-19-related circumstances. Standard term programs must use the payment period, i.e., semester,
trimester, or quarter, to calculate returns.
Where an institution has opted to use the period of enrollment to calculate its returns for a non-term or nonstandard term program, the waiver may apply to a student who begins attendance in a payment period that
includes December 31, 2020 or the last date that the national emergency is in effect and withdraws after the
conclusion of that payment period but within the applicable period of enrollment.
Foreign Institutions
Section 3510 of the CARES Act authorizes the Secretary to permit any part of an otherwise eligible program to
be offered via distance education for the duration of a national emergency declared by the applicable
government authorities in the country in which the foreign institution is located, through the payment period
following the payment period or the break between payment periods during which the emergency declaration is
lifted. The Secretary will permit the use of distance education by foreign institutions offering eligible programs
for the full period authorized under the CARES Act.
Academic Calendars
Flexibilities related to academic calendars, including standard semesters or trimesters consisting of as few as 13
weeks, standard quarters consisting of as few as nine weeks, and overlapping standard terms extend through the
end of the academic year that includes December 31, 2020 or the academic year that includes the end date for
the Federally-declared emergency related to COVID-19, whichever occurs later. Because it is frequently
necessary for institutions to establish academic calendars that cover an entire academic year as opposed to a
single payment period, we believe it is appropriate to align the deadline for these flexibilities to coincide with
the end of program’s academic year.
Reporting and Audit Requirements
Until further notice, financial statement and compliance audit deadlines are extended by six months. This
affords institutions an additional six months from the date an audit or financial statement would otherwise be
due, to submit the appropriate documentation.
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Deadline extensions applicable to Equity and Athletics disclosures (EADA), the Fiscal Operations Report and
Application to Participate (FISAP), and Campus and Fire Safety remain as outlined in the July 10, 2020
Electronic Announcement. Click here to read.

NEW EA CLARIFIES REPORTING REQUIREMENTS AND EXTENDS THE FREQUENCY OF
REPORTING
The U.S. Department of Education (Department) published a revised Information for Financial Aid
Professionals (IFAP) Electronic Announcement (EA), originally posted May 6, 2020, that describes the public
reporting requirements for Emergency Financial Aid Grants to Students. This revised EA maintains the same
seven reporting elements, but it adds a clarifying footnote for reporting item four and decreases the frequency of
reporting after the initial 30-day period from every 45 days thereafter to every calendar quarter. We have
highlighted the sections that have been altered from the original announcement.
Revised Electronic Announcement and Notice of Public Posting Requirement:
https://s3.amazonaws.com/public-inspection.federalregister.gov/2020-19041.pdf
Summarized Below:
Section 18004(e) of the Coronavirus Aid, Relief, and Economic Security Act (“CARES Act” or the “Act”), Pub.
L. No. 116-136, 134 Stat. 281 (March 27, 2020), directs institutions receiving funds under Section 18004 of the
Act to submit (in a time and manner required by the Secretary) a report to the Secretary describing the use of
funds distributed from the Higher Education Emergency Relief Fund (“HEERF”). Section 18004(c) of the
CARES Act requires institutions to use no less than 50 percent of the funds received from Section 18004(a)(1)
of the Act to provide Emergency Financial Aid Grants to Students for expenses related to the disruption of
campus operations due to coronavirus (including eligible expenses under a student’s cost of attendance such as
food, housing, course materials, technology, health care, and child care).
On April 9, 2020, the Department of Education (“Department”) published documents related to the Emergency
Financial Aid Grants, including a letter from Secretary Betsy DeVos, a form Certification and Agreement for
institutions to sign and return to access the funds, and a list of institutional allocations under Section
18004(a)(1)of the CARES Act. The Certification and Agreement directs each institution applying for HEERF
funds to comply with Section 18004(e) of the CARES Act and submit an initial report to the Secretary thirty
(30) days from the date of the institution’s Certification and Agreement to the Department. Each HEERF
participating institution must post the information listed below on the institution’s primary website, as an initial
report under Section 18004(e) of the CARES Act. This report is associated with approved information
collection under OMB control number 1801-0005.
The Department encourages institutions to report as soon as possible, but no later than 30 days after the
publication of this notice or 30 days after the date the Department obligated funds to the institution for
Emergency Financial Aid Grants to Students, whichever comes later. The following information must appear in
a format and location that is easily accessible to the public. This information must also be updated no later than
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10 days after the end of each calendar quarter (September 30, and December 31, March 31, June 30) thereafter,
unless the Secretary specifies an alternative method of reporting:
(1) An acknowledgement that the institution signed and returned to the Department the Certification and
Agreement and the assurance that the institution has used, or intends to use, no less than 50 percent of the funds
received under Section 18004(a)(1) of the CARES Act to provide Emergency Financial Aid Grants to Students.
(2) The total amount of funds that the institution will receive or has received from the Department pursuant to
the institution’s Certification and Agreement for Emergency Financial Aid Grants to Students.
(3) The total amount of Emergency Financial Aid Grants distributed to students under Section 18004(a)(1) of
the CARES Act as of the date of submission (i.e., as of the initial report and every calendar quarter thereafter).
(4) The estimated total number of students at the institution eligible to participate in programs under Section
484 in Title IV of the Higher Education Act of 1965 and thus eligible to receive Emergency Financial Aid
Grants to Students under Section 18004(a)(1) of the CARES Act (See Footnote 1)
1 For the purposes of this report, institutions may determine the number of eligible students based on the
number of students for whom the institution has received an ISIR) plus the number of students who completed
an alternative application form developed by the institution for this purpose. The institution may then apply this
number to its own methodological framework for disbursal of funds to produce a final total of eligible students
at the institution. The institution is not asked to make assumptions about the potential eligibility of students for
whom the institution has not received an ISIR or an alternative application.
(5) The total number of students who have received an Emergency Financial Aid Grant to students under
Section 18004(a)(1) of the CARES Act.
(6) The method(s) used by the institution to determine which students receive Emergency Financial Aid Grants
and how much they would receive under Section 18004(a)(1) of the CARES Act.
(7) Any instructions, directions, or guidance provided by the institution to students concerning the Emergency
Financial Aid Grants.
*Note: For the initial report and each report thereafter, institutions should use data suppression and other
methodologies to protect the personally identifiable information from student education records consistent with
the Family Educational Rights and Privacy Act (20 U.S.C. 1232g; 34 CFR part 99). This means that if the total
number of eligible students or the total number of students who received Emergency Financial Aid Grants is
less than 10, but not 0, then the institution must display the total number of students eligible and/or the total
number of students who received Emergency Financial Aid Grants as less than 10 (“< 10”) on the publicly
available websites controlled by the institution.
Institutions that accurately report the information listed above will meet the initial reporting requirements under
Section 18004(e) of the CARES Act. Institutions that the Department determines have not met the reporting
requirement as described in this notice may, consistent with the Department’s authority to monitor grantee
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compliance, be subject to appropriate enforcement actions, up to and including being determined to be
ineligible for certain other CARES Act program funding. For other subsequent reports for this program and
other related HEERF programs, the Department will notify participating institutions of the Department’s
preferred reporting method. The Department may choose to collect additional information from institutions in
accordance with the reporting requirement in Section 18004(e) of the CARES Act and the Certification and
Agreement.
For more information on the HEERF, please visit the Department’s CARES Act: Higher Education Emergency
Relief Fund page at: http://www2.ed.gov/about/offices/list/ope/caresact.html.

SECRETARY DEVOS LAUNCHES GRANT PROGRAM TO PROMOTE INSTITUTIONAL
RESILIENCY AND EXPAND EDUCATIONAL OPPORTUNITY FOR STUDENTS
U.S. Secretary of Education Betsy DeVos announced today a new grant program designed to help institutions of

higher education emerge from the coronavirus pandemic more resilient and better able to expand educational
opportunities for students.
The grants can be utilized in a variety of ways, including resuming operations, supporting students, reducing
disease transmission, and developing more agile instructional delivery models for students who cannot or
choose not to attend classes in person. This grant program also recognizes the benefits to high school students
of starting their college career early – while still in high school – and gives priority to applicants who plan to
expand those opportunities to students who live or attend high school in an Opportunity Zone or rural
community.
"This grant program will help students stay on track toward their educational goals by sustaining their learning
opportunities and even creating new ones," said Secretary DeVos. "For schools in need, these grants will help
them keep their doors open and will pave the way for them to come back stronger than before."
Funds for the Institutional Resilience and Expanded Postsecondary Opportunity (IREPO) program come from
the Education Stabilization Fund (ESF), authorized by the Coronavirus Aid, Relief, and Economic Security
(CARES) Act, which was signed into law by President Donald J. Trump on March 27th, 2020.
Priority for grant awards will be given to colleges and universities with the greatest unmet needs related to
COVID-19. In addition, proposals will receive additional consideration if they:
1. Provide Dual Enrollment Opportunities to Students Who Live or Attend School in a Rural Community
or Opportunity Zone;
2. Are led by, or include as partners, Historically Black Colleges and Universities (HBCUs), Tribal
Colleges, Minority Serving Institutions (MSIs), and/or developing institutions that are eligible to
participate in Title III or Title V programs; and/or
3. Are committed to developing more resilient instructional delivery models, such as distance learning, that
make learning possible even when students cannot be physically present on campus for any reason.
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Application packages for these competitions will be available within two weeks. Applicants will have 60 days
to apply from the publication of the notice inviting applications (NIA) in the Federal Register. Additional
information on the grants can be found here.
The Department continues to update www.ed.gov/coronavirus with information on COVID-19 for students,
parents, educators, and local leaders.
For more information about COVID-19, please visit the following
websites: coronavirus.gov, cdc.gov/coronavirus/2019-ncov/index.html, and usa.gov/coronavirus.
https://www.ed.gov/news/press-releases/secretary-devos-launches-grant-program-promote-institutionalresiliency-and-expand-educational-opportunitystudents?utm_content=&utm_medium=email&utm_name=&utm_source=govdelivery&utm_term=

COMPLIANCE CORNER
CYBER SECURITY ALERT
Previously, we have discussed the importance of maintaining compliance with the Cyber Security regulations
set forth by the Department of Education. The reason for these regulations is that the higher education industry
is ripe with student information and financial records, making it a prime target for hackers. Recently, the
Department released an Electronic Announcement warning of a new ransomware campaign targeting
educational institutions.
Federal Student Aid (FSA) has identified multiple ransomware attacks that lead to denial of access to sensitive
data and systems unless a ransom is paid. Ransomware can have a crippling effect on an institution’s ability to
operate until the infection is completely remediated.
What is happening: Multiple schools have reported that attackers are targeting their institutions with
ransomware. Phishing attacks have been used to gain access to account credentials that the attackers then use to
install and propagate ransomware across a network. Some institutions have lost access to critical systems and
data, impacting their ability to operate.
Why schools are vulnerable to this attack: Schools are an attractive target for criminals looking for privacy
information, research data, financial information, and intellectual property.
How to protect your institution: Schools are strongly encouraged to strengthen its cybersecurity posture by
implementing cybersecurity best practices to include:




Establish a data backup process, ensure the backups are available and accessible, and store the backups
offline
Implement multi-factor authentication to mitigate account compromises
Regularly patch hardware and software

September 2020




16

Continuously monitor institutional network to detect unauthorized access and malware
Create and update your Incident Response Plan
Ensure training resources emphasize phishing, as it is frequently the compromising entry point for
ransomware attacks

Further details on what your institution can do to protect itself are available on the Cybersecurity and
Infrastructure Security Agency (CISA) information page on ransomware, located at https://www.uscert.gov/Ransomware.
If you believe your institution has been targeted, report the incident immediately
to cpssaig@ed.gov and FSASchoolCyberSafety@ed.gov. Include the following:









Name of the institution
OPEID – School Code
Date the incident occurred (if known)
Date the incident was discovered
Technical details of the ransomware (if known)
Extent of the impact
Remediation status (what has been done since discovery)
Institution points of contact

Suggested remediation steps if your institution falls victim to the attack:








Preemptively shut off network and systems to limit the spread of the ransomware
Bring systems back up only after they have been checked and cleared of infection
Block IP addresses that were related to the attack
Force reset credentials for potentially affected accounts
Perform forensic analysis on server, network, and application logs from recent weeks
Restore data from backups
Notify law enforcement of the criminal attack

FSA continues to monitor this situation and will post additional information as appropriate.
Thank you for your attention to this matter. If you have any questions about the information included in this
announcement, please contact FSASchoolCyberSafety@ed.gov.
https://ifap.ed.gov/electronicannouncements/090120TechSecurityAlertActiveRansomwareCampaignTargetingEDInst

REMINDER: CONSTITUTION DAY - THURSDAY, SEPTEMBER 17, 2020
As we mentioned in last month’s newsletter, Constitution Day is this month on September 17th. This day
commemorates the September 17, 1787 signing of the United States Constitution. Educational institutions that
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receive federal funds are required to hold an educational program pertaining to the U.S. Constitution on
September 17 of each year.

DJA CALENDAR
Monthly DJA Webinar:

Cash Management —Wednesday, September 9th at 11 a.m. CDT

NOTE: There may be a difference between DJA local time and your time zone. To determine your time zone
equivalent, click on this link to view a time zone map: http://www.worldtimezone.com/time-usa12.php
Webinars are free to clients. There is a $45 fee for all others who may be interested in joining us for these
presentations. Invitations are automatically sent to all clients, however if you do not receive an invitation, email
Renee Ford at rford@gotodja.com. After registering, you will receive the log-in information. Questions can be
directed to Renee by email or by calling toll free at 1-800-242-0977.

2020 DJA MONTHLY WEBINAR SCHEDULE
SEPT 9
OCT 7
NOV 4
DEC 2

Cash Management
Enrollment Reporting Using NSLDS
Program Integrity (Audits, Program Review)
1098-T Reporting

2020 FEDERAL STUDENT AID (FSA) TRAINING CONFERENCE GOING VIRTUAL
Don’t miss the first-ever virtual Federal Student Aid training conference!
Federal Student Aid is committed to providing a meaningful training experience for you amid the uncertainty
caused by the COVID-19 emergency. The 2020 FSA Training Conference for Financial Aid Professionals will
be delivered virtually Dec. 1-4, 2020, and will feature dynamic keynote addresses, engaging general forums,
and informative breakout sessions.
Later this summer, additional information will be released on the IFAP website about the virtual conference and
how you can participate.

Disclaimer: The information presented in this Newsletter is provided as a service and represents our best efforts to assist institutions with federal student aid
regulations. We have collected information we believe to be important in finding and obtaining the resources for administering federal student aid; however, we assume
no liability for the use of this information. The information in this newsletter does not constitute, and should not be construed as, legal advice.

