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Be
sure to check
out the President
Compliance Corner as we dive into our second
Deborah
John,
installment on Cyber Security. The Department recently announced an active
phishing campaign that has been targeting Institutions of Higher Education.
It is their belief, this recent attack is only a trial run as hackers prepare to roll
out this operation on a larger scale. Please be sure to read our guidance on
how to stay out of the phishing net and steps to take to ensure the protection of
the Personally Identifiable Information (PII) that exists at your institution.
Lastly, be sure to review that Cohort Default Rates were recently released and
the Pell Grant closeout and reopen process.
Thank you and until next time, have fun!
Deborah John, President

FY 2015 OFFICIAL COHORT DEFAULT RATES RELEASED
SEPTEMBER 24th
On Monday, September 24, 2018, USDE distributed the FY 2015 official
cohort default rate (CDR) notification packages and accompanying
documentation via the Student Aid Internet Gateway (SAIG) to all eligible
schools.
Each eCDR package contained the following information:
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Cover Letter (message class SHDRLROP)
Reader-Friendly Loan Record Detail Report (message class SHCDRROP)
Extract-Type Loan Record Detail Report (message class SHCDREOP)
Comma Delimited-Type Loan Record Detail Report (message class CDRCSVOP)

The official cohort default rate is found on the first page of a school’s official notification letter and the
last page of the Loan Record Detail Report (LRDR).
eCDR notification packages were not sent to any school not enrolled in eCDR. These schools may download
their cohort default rate and accompanying Loan Record Detail Reports from the National Student Loan Data
System (NSLDS) via the NSLDS Professional Access Web site.
Any school that did not have a borrower in repayment, during the current cohort default rate period will not
receive an Official Cohort Default Rate notification package. These schools are considered to have no cohort
default rate data and no default rate.
Important Note: Some schools have a small number of borrowers entering repayment. At other schools, only a
small portion of the student body takes out student loans. In such cases, the cohort default rate should be
interpreted with caution.
After the release of the 2015 Official rates on September 24th, the Department of Education (the Department)
will publicly post the 2015 Official Cohort Default Rates to the Default Management website and the FSA Data
Center on Wednesday, September 26, 2018.
LRDR File review: The LRDR Import Tool can be used to easily load data generated from the LRDR into the
Microsoft Excel spreadsheet application, which is designed to assist schools with reviewing and analyzing their
LRDR extract files.
To download the LRDR Import Tool, go to the Default Management website at
https://ifap.ed.gov/DefaultManagement/DefaultManagement.html, and choose “CDR Guide” from the left-hand
navigation bar. The LRDR Import Tool can be found in the "Templates/Spreadsheets" section. If you have
questions about using the LRDR Import Tool or NSLDS, contact the NSLDS Customer Support Center at 800999-8219. You can also contact Customer Support by email at nslds@ed.gov.
Note: Any school that did not have a borrower in repayment, during the current or any of the past cohort default
rate periods, will not receive a FY 2015 official CDR notification package. These schools are considered to
have no cohort default rate data and no cohort default rate.
Guaranty agency rates were provided via email. Lender rates were provided via postal service. Both guaranty
agency and lender rates can also be obtained through the NSLDS.
Begin Date for Appealing FY 2015 Official Cohort Default Rates
The time period for appealing the FY 2015 Official Cohort Default Rates begins on Tuesday, October 2, 2018
for all schools.
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All Uncorrected Data Adjustments (UDA) and New Data Adjustments (NDA) must be made through the eCDR
Appeals application. Additionally, the Loan Servicing (LS) Appeal process is now available electronically
through the eCDR Appeals application. All other adjustments/appeals will continue to be submitted via hard
copy. As a reminder, eCDR Appeals is a web-based application that allows schools to electronically submit
certain adjustments/appeals requests during the specified timeframes. The application tracks the entire life cycle
of each request from the time the case is submitted until the time a decision is made and the case is closed.
If a technical problem caused by the Department results in an inability to access the data, schools have five
business days from the receipt of the eCDR notification package to notify the Operations Performance
Division at the email address given below. As stated above, the time periods for challenging the FY 2015
Official Cohort Default Rates begin on Tuesday, October 2, 2018 for all schools.
In order to complete an adjustment or appeal, you may need data manager’s contact information. Click on the
link labeled, “Data Manager Information” from the home page of the Cohort Default Rate Guide at
https://ifap.ed.gov/DefaultManagement/finalcdrg.html.
If the Department revises a school’s cohort default rate based on its adjustment or appeal submission, the
revised cohort default rate will be available on Operations Performance Division’s website at
https://ifap.ed.gov/DefaultManagement/DefaultManagement.html.
For specific information regarding eCDR Appeals, visit the eCDR Appeals website, where you will find user
guides for each of the challenge and adjustment processes, as well as a user guide for the registration process.
Additionally, you will find links to recordings of eCDR Appeals demonstration sessions to assist first-time
users.
Contact Information
For additional information regarding the school cohort default rate calculation or the challenge processes, please
refer to the Cohort Default Rate Guide at https://ifap.ed.gov/DefaultManagement/finalcdrg.html.
You may also email fsa.schools.default.management@ed.gov or call the Operations Performance Division’s
hotline at 202-377-4259.
https://ifap.ed.gov/eannouncements/092518FY2015OfficialCDRDistributed092418.html
DJA Clients: This information was sent to the SAIG mailbox for the destination point designated by the
school. If your school had designated DJA’s SAIG mailbox for receipt of these files, they were sent to clients
upon receipt in our SAIG mailbox on September 24th. However, if you are enrolled in the eCDR system
under your own SAIG mailbox, you will need to look for your file there. Any school not enrolled in the
eCDR process may download their cohort default rate and accompanying documentation from the National
Student Loan Data System (NSLDS) via the NSLDS Professional Access Web site.
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FEDERAL STUDENT AID POSTS NEW REPORTS TO THE FSA DATA CENTER
In an electronic announcement on September 19, 2018, Federal Student Aid released two new reports that
provide snapshots of the number of applications and resulting loan discharges processed as a result of borrower
defense to repayment and the Public Service Loan Forgiveness Program, as of June 30, 2018. The new reports
were posted to the FSA Data Center along with a series of updates to the quarterly application, disbursement,
and portfolio reports that include data through June 30, 2018. Federal Student Aid proactively posts these
reports in support of open government initiatives to help ensure consistency, increase transparency, and
establish self-service opportunities for stakeholders.
Borrower Defense to Repayment Report
Provisions in the Higher Education Act referred to as borrower defense to repayment (borrower defense) allow
borrowers to seek loan forgiveness if a college or university misled them, or engaged in other misconduct in
violation of certain state laws. Specifically, a borrower may assert borrower defense by demonstrating that their
college or university, through an act or omission, violated state law directly related to their federal student loan
or to the educational services for which the loan was provided.
As of June 30, 2018, FSA received approximately 166,000 borrower defense claims. About 64 percent of those
claims were still pending processing. However, of the nearly 60,000 processed claims, 80 percent had been
approved, resulting in $534.8 million in loan discharges.
About 15 percent of processed claims were denied and the remaining five percent were closed as a result of the
borrower’s request that the U.S. Department of Education (Department) stop processing the claim or because
the claim was identified as a duplicate. Borrowers whose claims were denied will receive a credit for interest
that accrued beyond one year after the borrower defense claim was filed. All interest will be forgiven during the
processing period on any approved claims.
Public Service Loan Forgiveness Report
The Public Service Loan Forgiveness (PSLF) Program, which was established under the College Cost
Reduction and Access Act of 2007, permits Direct Loan (DL) borrowers who make 120 qualifying monthly
payments under a qualifying repayment plan, while working full-time for a qualifying employer, to have the
remainder of their balance forgiven. October 2017 was the first month that borrowers could potentially qualify
for loan forgiveness under this program, provided they met all program requirements since the inception of the
program.
As of June 30, 2018, approximately 28,000 borrowers had submitted almost 33,000 applications for loan
forgiveness under this program. Of the approximately 29,000 applications that have been processed, more than
70 percent of them have been denied due to not meeting the program requirements (such as having eligible
loans, 120 qualifying payments, or qualifying employment). In late May 2018, FSA initiated outreach efforts to
those borrowers who may potentially qualify for the Temporary Expanded Public Service Loan Forgiveness
(TEPSLF) opportunity, which provides limited, additional conditions under which borrowers may be eligible
for loan forgiveness if some or all of the Direct Loan payments were made under a non-qualifying repayment
plan for PSLF.
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Another 28 percent of PSLF applications were denied due to missing or incomplete information on the form.
These borrowers have been advised to submit a complete application so a determination of their eligibility can
be made. Almost 300 applications have been approved by the PSLF loan servicer as meeting all program
requirements, resulting in $5.52 million in processed discharges for 96 unique borrowers.
The FSA Data Center was launched in 2009 in an effort to increase government transparency by proactively
posting information useful to businesses, institutions, the media, and individuals. In addition to the reports listed
above, Federal Student Aid regularly posts strategic plans, copies of executed contracts, and school compliance
reports, such as Clery Act reports and financial composite scores, on the FSA Data Center. Federal Student Aid
is committed to continuing to expand the data sets available on the FSA Data Center in alignment with customer
needs.
To review more key findings and noteworthy items regarding the reports, read the electronic announcement in
full at: https://ifap.ed.gov/eannouncements/091918FSAPostsNewReportstoFSADataCenter.html.
To read the reports in full, visit the FSA Data Center at: https://studentaid.ed.gov/sa/data-center.

REMINDER - DIRECT LOAN ORIGINATION FEES CHANGE OCTOBER 1, 2018
The origination fees for Direct Subsidized Loans, Direct Unsubsidized Loans, and Direct PLUS Loans (for both
parent and graduate student borrowers) change as of October 1, 2018. Additional operational guidance is
provided in a June 20, 2018 Electronic Announcement at
https://ifap.ed.gov/eannouncements/062018SubmittingChangesOrigFeePctsDisbs.html
Loan Type
Direct Subsidized
Loans and Direct
Unsubsidized
Loans

Direct PLUS
Loans (Parent
and Grad/Prof
Student)

First Disbursed
FY 18
On or after
October 1, 2017 and
before
October 1, 2018
FY 19
On or after
October 1, 2018 and
before
October 1, 2019
FY 18
On or after
October 1, 2017 and
before
October 1, 2018
FY 19

Loan Fee
Percent
1.066

Fee Example
$58.63 on a
$5,500 loan

1.062

$58.41 on a
$5,500 loan

4.264

$426.40 on a
$10,000 loan

4.248

$424.48 on a
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On or after
October 1, 2018 and
before
October 1, 2019

$10,000 loan

Loan fee calculations that result in more than two decimal places must be
truncated (not rounded) to two digits after the decimal point (cents).

NEW PELL GRANT CLOSEOUT AND REOPEN INFORMATION
Schools participating in the Pell Grant program may officially confirm closeout via the School Balance
Confirmation page on the COD Web Site. When a school confirms closeout for a Pell Grant award year, the
following actions will occur:
•
•

•
•

The Department will send a Program Year Closeout letter to the school’s President and Financial Aid Director.
The COD System will reject upward award or disbursement changes per published edits COD Edit 43 (New
Award Amount or Award Increase Received After End of Processing Year and Institution has Not Been Granted
Extended Processing) and COD Edit 71 (New Disbursement Increase, or Disbursement Release Indicator to
“True” Received After End of Processing Year and Institution Has Not Been Granted Administrative Relief).
The Department will reduce the school's Current Funding Level (CFL) to Net Accepted and Posted
Disbursements (if needed).
For the 2017-2018 Award Year and forward The School Account Statement (SAS) for this award year and
program will no longer be sent.

If a school needs to submit upward award or disbursement data for this year after confirming closeout and the
change is not due to a POP exception, the school should request to be reopened or request extended processing
via the Request Reopen/Extended Processing page in the COD System.
Request made after the final processing deadline will be reviewed on a case-by-case basis and granted for
authorized reason(s).
A school can request Administrative Relief or Extended Processing for the 2017-2018 Award Year as follows:
•
•

Through February 1, 2019 – For natural disasters, other unusual circumstances, or an administrative error made
by the Department.
Through May 3, 2019 – For a student enrolled in a clock-hour or nonterm credit-hour educational program who
re-enters within 180 days after initially withdrawing and the school is reporting a disbursement within 15 days of
the re-enrollment but after September 28, 2018.

If necessary, a school may also request additional extensions of an initially approved period through May 3,
2019. If granted, any additional extension period will be no more than 30 calendar days in length.
https://ifap.ed.gov/eannouncements/091018PellGIraqAfghanSvcGrant1718AYProcDead.html
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SENATORS APPEAL TO SECRETARY OF EDUCATION ON ABILITY TO BENEFIT
In a letter to the Secretary of Education, Betsy Devoss, dated September 20, 2018, Senator Michael Enzi and
Senator Patty Murry sought clarifying guidance from the U.S. Department of Education regarding the “ability to
benefit (ATB)” provisions of the Higher Education Act. The ATB provision allows students who enroll in an
eligible “career pathway” program to pursue credit-bearing college coursework while receiving financial aidincluding the Pell Grant- if they are simultaneously working to obtain a high school diploma or its recognized
equivalent. The concern the Senators raise is that this provision isn’t widely known or understood by many
institutions of higher education and their prospective students.
Part of the reason the ATB provisions are misunderstood is that there have been so many renderings published
over the years. One version of this law existed until 2012, when it was eliminated and it wasn’t restored until
three years later. Then in 2016 further corrections and updates to guidance were given, with the most recent
iteration published by the Department through GEN-16-09 on May 9, 2016.
The Senators have done their due diligence and have discovered through communication with many individuals
in the industry and advocates for low-income students and adult learners that they would benefit from a better
comprehension of the ATB. These stakeholders share that the vast majority of adults without a high school
diploma have little to no awareness that they can enroll in college or post-secondary education while- rather
than before- pursuing their GED or equivalent HS credential. Allowing these individuals to achieve these two
programs at the same time, with financial aid, provides for a more qualified workforce and has the potential to
improve the skills of adults throughout our country. It is for this reason the senators feel the Department needs
to provide additional guidance on the ATB provision and increase the awareness of the offering in general.

IRS TO INTRODUCE NEW TAX TRANSCRIPT TO BETTER PROTECT TAXPAYERS
Moving to better protect taxpayer data, the Internal Revenue Service today announced a new format for
individual tax transcripts that will redact personally identifiable information (PII) from the Form 1040 series.
https://www.irs.gov/newsroom/irs-to-introduce-new-tax-transcript-to-better-protect-taxpayer-data
This new transcript replaces the previous format and will be the default format for tax professionals as of
September 23, 2018. Financial entries will remain visible, which will give taxpayers and third-parties the data
they need for tax preparation or income verification.
Additionally, based on stakeholder feedback, the IRS also has created a new Customer File Number that
lenders, colleges and other third parties that order transcripts for non-tax purposes can use as an identifying
number instead of the taxpayer’s SSN.
Higher education institutions (IHEs) may want to adapt internal procedures to allow for this change as matching
tax transcripts to student records may become more complicated as only the first 4 digits of the last name and
the last 4 numbers of the Social Security Number will be present. As mentioned above the IRS did establish the
new Customer File Number to serve as an identifying element. Schools may want to alter forms to allow for use
of this number in order to properly match up the corresponding transcripts.
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The following information will be provided on the new transcript:
•
•
•
•
•
•
•

Last 4 digits of any SSN listed on the transcript: XXX-XX-1234
Last 4 digits of any EIN listed on the transcript: XX-XXX-1234
Last 4 digits of any account or telephone number
First 4 characters of the last name for any individual
First 4 characters of a business name
First 6 characters of the street address, including spaces
All money amounts, including balance due, interest and penalties

On September 23, the IRS also will post an updated Form 4506-T and Form 4506T-EZ, Request for Transcript
of Tax Return that will have a new Line 5b for a 10-digit Customer File Number. Legitimate third parties with a
need for income verification or tax data often request taxpayers complete a Form 4506-T.
There is no change in the process for students seeking income verification through Free Application for Federal
Student Aid (FAFSA). To see a sample of the new transcript and to view Frequently Asked Questions, the IRS
has posted a helpful link: https://www.irs.gov/individuals/about-the-new-tax-transcript-faqs.

2019-2020 SUMMARY OF CHANGES FOR THE APPLICATION PROCESSING SYSTEM GUIDE
This guide provides information about changes and enhancements made to the application processing system
for 2019–20, including the following topics:
•
•
•
•
•
•

Major changes to the 2019–20 application processing system
Application processing system schedule for 2019–20
2019–20 The Free Application for Federal Student Aid (FAFSA®) form, including information about ordering
and distribution of FAFSA on the Web Worksheets
2019–20 fafsa.gov
2019–20 FAA Access to CPS Online
2019–20 Central Processing System (CPS), including database matches, edits, need analysis, communications
sent to students, and other notable changes
In addition to its current availability on the Information for Financial Aid Professionals (IFAP) website, the
guide will also be available in the next several days from the Federal Student Aid Download (FSAdownload)
website, located at https://fsadownload.ed.gov.
https://ifap.ed.gov/eannouncements/091718SumofChangeApplicatProcSysGuide1920.html
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2018-2019 MYSTUDENTAID MOBILE APP POWER POINT PREVIEW PRESENTATION
In an electronic announcement form August 18, 2018
(https://ifap.ed.gov/eannouncements/081618myStudentAidMobileApp.html ), the Department announced the
availability of the myStudentAid mobile app, featuring myFAFSA. In that announcement, they committed to
providing additional resources to assist the community with the 2018–19 FAFSA form processing cycle.
Attached to the electronic announcement is a Microsoft PowerPoint presentation containing information and
screen shots pertaining to myFAFSA. A new presentation for the 2019–20 FAFSA form processing cycle will
be made available when the 2019–20 version of myFAFSA is released.
The purpose of the presentation is to provide financial aid administrators (FAAs), mentors, and counselors with
screen shots that can be used as a reference tool for the 2018–19 myFAFSA. The Department encourages the
use of this material as a training tool internally.
Note the following:
•
•

•

The presentation screen shots include only the student role, with the exception of the signature process, where
both the student and parent roles are shown.
The screen shots in this presentation are intended to show a majority of the questions in myFAFSA; however,
most students and/or parents will likely not need to answer all of these questions when completing their
application.
All data used to create this presentation is test data and is intended to show examples of what myFAFSA
looks like.
https://ifap.ed.gov/eannouncements/091118myStudentAid201819previewpresentation.html

COMPLIANCE CORNER
CYBER SECURITY COMPLIANCE AND ACTIVE PHISHING CAMPAIGNS
UNDERSTANDING PII, TIPS TO SAFEGUARD PII AND HOW TO STAY OUT OF THE PHISHING NET

Last month we reviewed the importance of Data Security, Cyber Security and Institutional Responsibility. In
this month’s edition of DJA’s Compliance Corner we will breakdown what Personally Identifiable Information
(PII) is defined as, tips to safeguarding PII and lastly how to avoid exposing PII to individuals wishing to steal
the identities of those your institution is legally obliged to protect. Additionally, we will review the latest
phishing campaign announced by FSA and what your institution needs to watch out for to avoid falling victim
to this active attack.
As previously discussed, Institutions of Higher Education (IHE) are required under the GLBA (Graham-LeachBliley Act), to protect data used in all aspects of the administration of the Title IV Federal student financial aid
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programs, as well as protecting all breaches resulting in loss of PII to FSA. In order to adhere to these
guidelines it is imperative to understand what PII is.
Defining PII
•

•

•

PII is defined as all personal information associated with an individual and includes everything from
their name to their Social Security number.
• Social Security Number (SSN)
• Driver’s license or State ID number
• Alien Registration Number
• Financial account number
Sensitive PII requires more protection because its improper release could result in harm,
embarrassment, inconvenience, or unfairness to the individual whose name or identity is linked to the
information.
Combining pieces of non-sensitive information could result in a set of information that is sensitive.
• Citizenship or immigration status
• Account passwords
• Last 4 digits of SSN
• Date of Birth
• Mother’s maiden name
• Medical information

Securing PII in Communications
•
•
•

Sensitive PII sent via email must be encrypted using ShareFile (or similar protective software)
Sensitive PII not being sent via email must be shared using a secure portal that encrypts the contents.
All Third party servicers should be responsible for crosschecking that a client does not include PII in
their communications prior to responding. Once we respond to an email containing PII, third party
servicers become liable and must report as a breach. Should this occur, our employees are instructed to
remove the PII and then forward the email to upper management. They must delete the email. DO NOT
RESPOND TO EMAILS WITH PII IN THEM.

Tips to Safeguard PII
•

•

•

Minimize PII
• Collect only PII that you are authorized to collect, and at the minimum level necessary
• Limit number of copies containing PII to the minimum needed
Secure PII
• Store PII in an appropriate access-controlled environment
• Use fictional personal data for presentations or training
• Review documents for PII prior to posting
• Safeguard PII in any format
• Disclose PII only to those authorized
Dispose of PII Properly
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Delete/dispose of PII at the end of its retention period or transfer it to the custody of an archives,
as specified by its applicable records retention schedule
Safeguard the transfer of PII
• Do not email PII unless it is encrypted or in a password protected attachment
• Alert FAX recipients of incoming transmission
• Use services that provide tracking and confirmation of delivery when mailing
•

•

Once you understand PII and how to secure PII and minimize the release of PII, it is important to understand the
threats and risks PII faces at your institution. The number one risk to any higher education institution or third
party servicer’s computer network is absolutely the human individual. Individuals from all walks of life have
fallen prey to the persuasive, conniving and convincing strategies used by hackers today. As an owner and/or
financial aid administrator, it is vital to become familiar with the threats to your institution, as well as the
phishing propaganda that is circulating.
Insider Threats
•
•

Non-malicious actions include negligence and errors made by personnel in the course of executing their
everyday responsibilities.
Malicious actions include intentionally exceeding or misusing access in a manner that negatively
affects the confidentiality, integrity, or availability of the Department's information or information
systems.

Insider Threat Behavior
•
•
•

Without need or authorization, taking sensitive information home via documents, thumb drives,
computer disks, or email.
Disregarding organization policies on installing personal software or hardware, accessing restricted
websites, conducting unauthorized searches, or downloading confidential information.
Working odd hours without authorization; notable enthusiasm for overtime work, weekend work, or
unusual schedules when clandestine activities could be more easily conducted.

Social Engineering
Social engineering is the term used to describe the act of manipulating a person (using deception, persuasion,
and influence) into divulging sensitive information. Technical controls may not catch these attacks as they
exploit human weakness instead of technical weaknesses.
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•

Phishing: Goal is to obtain information that can
be used to conduct identity theft

•

Spear Phishing: Sent to an individual or a
smaller, more select group within a targeted
organization. The message appears as if they
have been sent from a legitimate organization or
known individual and it may be personalized
using information from social media and the
Internet. The goal is to obtain specific
information or infect the target’s computer
system with malware.

•

Whaling or Harpoon Phishing: Sent to senior
executives or other high-level officials or their assistants. The message is customized with information
directed to the recipient and is designed to masquerade as critical agency business. The goal is to gain
access to highly confidential information and agency systems.
Identifying Phishing/Spear Phishing: Slow down and analyze email messages for one or more of
these phishing indicators before taking action:
• You don’t know the sender
• The sender’s email address match the “friendly” name displayed
• The email is not similar to what you have received from the sender in the in the past
• Includes a link

•
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• Contains an attachment you weren’t expecting or that is out of context for the sender
• Includes information that may have been found on social media or refers to a current news event
• Immediate action is required
• Requests you provide sensitive information about yourself or the Department
• Contains poor grammar, misspellings and punctuation errors
Tips to Staying out of the Phishing Net:
• Don’t open attachments or click on links received in unsolicited email messages.
• If an email is asking you to click a link or submit personal information always check the sender’s
name, email address, and the hyperlink. The senders name, email address, or hyperlink could
show anyone’s name, including your owner or IT person. Be Cautious!
• NEVER follow links in emails that route you outside of your organization Network and NEVER
give out information about your organization, or personal or financial information through email,
regardless of who sends it.
• Your system administrators would NEVER ask you for your password in an email or on the
phone.

RECENT: The Department of Education posted an electronic announcement on August 31, 2018, notifying
institutions of an active phishing campaign currently targeting student email accounts. This campaign may lead
to potential fraud associated with student refunds and aid distributions. Any funds disbursed inappropriately
become the responsibility of the institution.
Multiple institutions of Higher Education (IHEs) have reported that attacks are using a phishing email to obtain
access to student accounts via the IHE student portal (we have copied the example the FSA provided). The
nature of the requests indicates the attackers have done some level of research and understand the schools’ use
of student portals and methods. These attacks are successful due to student compliance in providing requested
information and the use of just one factor for authentication.
Upon gaining access to the portal, the attacker changes the students’ direct deposit destination to a bank account
controlled by the attacker. As a result, FSA refunds intended for the student are sent to the attacker. FSA
believes that attackers are practicing and refining the scheme on a small scale now and that this will emerge as a
prominent threat against IHEs during periods when FSA funds are disseminated in large volumes.
Example Phishing Email:
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How to protect IHEs: FSA strongly encourages IHEs to strengthen their cybersecurity posture through the use
of two-factor or multi-factor authentication processes. These types of authentication rely on a combination of
factors, for example, username and password combined with a PIN or security questions or access through a
secure, designated device.
If you believe your institution has fallen victim to an attack, report the incident immediately to
cpssaig@ed.gov and FSASchoolCyberSafety@ed.gov. Include the following:
•
•
•
•
•
•
•

Name of the institution
Date the incident occurred (if known)
Date the incident was discovered
Copy of the phishing email (if available)
Extent of the impact (number of students)
Remediation status (what has been done since discovery)
Institution point of contact

Suggested remediation steps if an institution falls victim to the attack:
•

•
•
•
•
•

Temporarily freeze refund requests until the scope of the incident can be known. Note, refunds must still be
provided within regulatory guidelines which may require a change in how impacted IHEs issue refunds, e.g.
issue paper checks.
Temporarily disable changes to direct deposits for refunds.
Block IP addresses observed in institution logs related to the attack.
Disable campus credentials or passwords for potentially affected students and require password resets.
Perform additional forensic analysis on server and application logs from recent weeks.
Notify all students, warning them of active phishing attempts and encourage them to be vigilant and careful
about using links and entering personally identifiable information into websites.

FSA will continue to monitor this situation and will send out additional information as appropriate. That
information may include additional examples of the phishing emails, training resources, and best practices about
how to avoid falling victim to phishing attacks.
https://ifap.ed.gov/eannouncements/083118ActivePhishingCampaignTargetStudentEmailAccount.html

DJA CALENDAR
2018 DJA MONTHLY WEBINAR SCHEDULE
Monthly DJA Webinar: Enrollment Reporting - Wednesday, October 3 - 11 a.m. CDT
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NOTE: There may be a difference between DJA local time and your time zone. To determine your time zone
equivalent, click on this link to view a time zone map: http://www.worldtimezone.com/time-usa12.php
Webinars are free to clients. There is a fee for all others who may be interested in joining us for these
presentations. Invitations are automatically sent to all clients, however if you do not receive an invitation, email
Jeanne Haring at jharing@gotodja.com. After registering, you will receive the log-in information. Questions can
be directed to Jeanne by email or by calling toll free at 1-800-242-0977.

2018 DJA MONTHLY WEBINAR SCHEDULE
OCT 3
NOV 7
DEC 5

Enrollment Reporting Using NSLDS
Program Integrity (Audits, Program Review)
1098-T Reporting

Career Colleges and Schools of Texas (CCST)
October 9-10th in Austin, TX
DJA will be an exhibitor at this convention. Please stop by and see us! For more information on the CCST
conference visit their website at https://ccst.org/conference/.
American Association of Cosmetology Schools (AACS) Annual Convention
October 19-22nd in Orlando, FL
DJA will be an exhibitor at this convention. Please stop by and see us! For additional information about this
convention visit the ACCS website at http://beautyschools.org/2018annual
Missouri Association of Student Financial Aid Personnel
November 5-7th in Lake of the Ozarks, MO
DJA will be an exhibitor at this convention, as well as conducting an information training session. Please stop
by and see us! For additional information on this convention, visit their website at
https://www.masfap.org/docs/toc_conferences.html.

2018 FEDERAL STUDENT AID (FSA) TRAINING CONFERENCE
Registration and housing for the 2018 FSA Training Conference are now open at http://fsaconferences.ed.gov/.
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The date & location of the FSA Training Conference:
November 27 – November 30, 2018
(Tuesday, approximate 8 a.m. start time – Friday, approximate 3 p.m. end time)
Monday, November 26, 2018
Foreign Schools Preconference

Omni Atlanta Hotel at the CNN Center (meeting space and headquarter hotel)
100 CNN Center NW
Atlanta, GA 30303
Program and session information will be posted in the coming months.

Disclaimer: The information presented in this Newsletter is provided as a service and represents our best efforts to assist institutions with federal student aid
regulations. We have collected information we believe to be important in finding and obtaining the resources for administering federal student aid; however, we assume
no liability for the use of this information. The information in this newsletter does not constitute, and should not be construed as, legal advice.

