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JULY 2017 NEWSLETTER
IMPORTANT DATES:
July 4
DJA Closed

As you all are aware by now, the Pell Grant for 17/18 has been increased by
50%. This is very exciting news!! It means that students may be paid additional for
payment periods that have been reduced as there were no more funds available, or if a
payment was not able to be made as it did not cross over in the award year.

reremHappy Holidays!

Keep in mind, any Pell Grant received will be included in determining the student’s
Pell Grant duration of eligibility and Lifetime Eligibility Used (LEU) and Direct Loan
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software vendors should also be preparing their systems for the upcoming change.
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DJA Monthly Webinar
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Campus Crime Report
July 31
Deadline for 15/16 DL Close-out
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clients and their families.

You will find all the details on this and many more topics in this edition of the DJA
Monthly Newsletter. Be sure to read the information provided as it pertains to your
Celebrate, Be Merry and
school.

Have Fun!

DJA wishes you a happy, festive and safe 4th of July holiday. As we celebrate our
Nation’s independence, remember to honor those who are dedicated to preserving our
freedom.
ThankJohn,
you to all
members of our armed forces and their families for their
Deborah
President
service and sacrifice.
Thank you and until next time, have fun!
Deborah John, President

EXTENSION OF COMPLIANCE DATE FOR CERTAIN DISCLOSURE
REQUIREMENTS AND ALTERNATE EARNINGS APPEALS
On June 30, 2017, the USDE sent an announcement to the Federal Register that
allows additional time for schools to comply with certain provisions of the Gainful
Employment regulations. The Federal Register announcement will give
institutions until July 1, 2018 to comply with certain disclosure requirements in the
GE regulations.
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USDE is allowing institutions additional time – until July 1, 2018 – to comply with the provisions in 34 CFR
668.412 (d) and (e). This postpones for a one year period (until July 1, 2018) the required inclusion of the
Disclosure Template in any promotional material or direct distribution to prospective students prior to
enrollment as prescribed in Section 668.412(d) and (e) of the regulations.
In addition, the USDE is extending the deadline for all programs to file alternate earnings appeals; expanding
the narrowly tailored decision in American Association of Cosmetology Schools v. DeVos which originally
only included AACS members.
It is important to note that the July 1, 2017 deadline to provide a completed disclosure template on your
website has NOT changed! Schools still must comply with the requirement in 34 CFR 668.412(c) to provide a
completed disclosure template, or a link thereto, on its GE program web pages.
The USDE will issue a Federal Register notice to specifically implement the Court Order, including
establishing new deadlines, and anticipate doing so within 30 days from the Federal Register publication.
The Department believes that it should evaluate the utility of the disclosure provisions in 34 CFR 668.412 (d),
and (e) to students and the implementation of these requirements prior to requiring institutions to include the
disclosure template, or a link thereto, in their GE program promotional materials and to directly distribute the
disclosure template to prospective students. Moreover, the Department expects to further review these
requirements as part of its review of the GE regulations and their implementation, including through negotiated
rulemaking.
https://ifap.ed.gov/eannouncements/063017GEEA106ExtensionComplDateEnhancDisclosures.html

IMPLEMENTATION OF YEAR-ROUND PELL
Dear Colleague Letter GEN-17-06 describes a change to the Federal Pell Grant Program that allows an eligible
student to receive up to 150 percent of the student’s Federal Pell Grant Scheduled Award for an award year
beginning with the 2017–2018 award year.
Additional Pell Grant Award Eligibility
To be eligible for the additional Pell Grant funds, the student must be otherwise eligible to receive Pell Grant
funds for the payment period and must be enrolled at least half-time, in the payment period(s) for which the
student receives the additional Pell Grant funds in excess of 100 percent of the student’s Pell Grant Scheduled
Award.
For a student who is eligible for the additional Pell Grant funds, the institution must pay the student all of the
student’s eligible Pell Grant funds, up to 150 percent of the student’s Pell Grant Scheduled Award for the award
year. Note that the provisions of the new law state that any Pell Grant received will be included in determining
the student’s Pell Grant duration of eligibility and Lifetime Eligibility Used (LEU).
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Crossover Payment Periods
A crossover payment period is one that includes both June 30 and July 1 overlapping two award years. If a
student enrolls in a crossover payment period, the institution must consider the crossover payment period to
occur entirely within one award year and must have a valid Student Aid Report (SAR) or valid Institutional
Student Information Record (ISIR) for the selected award year. The choice of which award year the institution
assigns to a crossover payment period (“header” or “trailer”) can be made on a student-by-student basis, and the
crossover payment period may be assigned to a different award year than the award year used for the student’s
other Title IV aid for that period. See Volume 3 of the Federal Student Aid Handbook for additional information
on crossover payment periods.
Although institutions have the flexibility to assign crossover payment periods to either of the relevant award
years, the new law provides that an institution must make the assignment “as it determines is most beneficial to
students.” Therefore, that decision should be based on what is in the best interest of the student and maximizes
the student’s eligibility over the two award years.
As noted, this provision is effective beginning with the 2017–2018 award year. Thus, an eligible student who is
enrolled in the summer 2017 crossover payment period that the institution assigned to the 2016–2017 award
year may not receive Pell Grant funds beyond 100 percent of the student’s Pell Grant Scheduled Award for the
2016–2017 award year. However, a student who has exhausted his or her Pell Grant eligibility for the 2016–
2017 award year and who is enrolling in the summer of 2017 should receive a Pell Grant award for summer
based on their 2017–2018 Pell eligibility because the student will have additional eligibility later in the 2017–
2018 award year.
Transfer Students
Beginning with the 2017–2018 award year, a student who transfers into a different academic program or to a
different institution may receive additional Pell Grant funds if the student is otherwise eligible, has remaining
Pell eligibility up to 150 percent of the student’s Pell Grant Scheduled Award for the new program or new
institution, and is enrolled at least half-time in the payment period(s) for which the student receives the
additional Pell Grant funds.
Pell Grant Scheduled Award and Additional Pell for the Same Payment Period
An institution must follow the normal rules for awarding and disbursing Title IV aid when calculating the
additional Pell Grant award for the payment period. A payment period may include awards from both the initial
Pell Grant Scheduled Award and from the additional Pell Grant award. When the calculated award for a
payment period is greater than the remaining balance of an initial Pell Grant Scheduled Award, the award for
the payment period is that remaining balance plus an amount from the additional Pell Grant award for the award
year.
Impact on the Iraq and Afghanistan Service Grant Program
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The new law also applies to the Iraq and Afghanistan Service Grant Program.
https://ifap.ed.gov/dpcletters/GEN1706.html
COD System Operational Plans
During the period October 13-15, 2017, FSA plans to implement COD System functionality to allow for Pell
Grant awards in excess of 100% of the Pell Grant Scheduled Award for those students eligible to receive the
additional funds. They are currently working on the technical aspects of the changes, and detailed information
about the October 2017 COD System changes will be provided in a future Electronic Announcement. However,
some summary points about the coming changes are provided below:





The <AdditionalEligibilityIndicator> tag will be used to identify Pell Grant recipients eligible for the
increased Pell Grant funds.
The Pell Grant Potential Overaward Project (POP) process will be revised to account for the additional Pell
Grant eligibility.
Schools will receive reject and/or warning edits specific to Pell Grant calculations.
COD Web Site screens and COD reports will be updated as necessary.

Note for EDExpress Users: An update to EDExpress for Windows 2017-2018, scheduled for release in October
2017, will allow processing of the Additional Eligibility Indicator under the new provision.
School Processing Timeline
Until the COD System can accept Pell Grant awards that exceed the student’s Pell Grant Scheduled Award,
schools can process as follows:




Now through October 15, 2017 – Schools can report Summer 2017 and Fall 2017 disbursements for the
2017-2018 Award Year. These awards and disbursements will be limited to the current 100% of the Pell
Grant Scheduled Award.
After October 15, 2017 – Schools will be able to report updated information to indicate that a student is
eligible to receive up to 150% of his or her Pell Grant Scheduled Award, and make award and
disbursement adjustments as needed.
https://ifap.ed.gov/eannouncements/062017YearRoundPellInfoPrelimCODSysImpInfoSchoolProcTimelin
e.html

150% DIRECT SUBSIDIZED LOAN LIMIT - COD SYSTEM CHANGES JULY 14-16, 2017
The changes that will be implemented during the July 14-16, 2017 period are being made to improve processing
and the accuracy of 150% Subsidized Loan Limit calculations. The upcoming changes are outlined briefly
below. Please open this link for examples and full details on implementation of these changes:
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https://ifap.ed.gov/eannouncements/attachments/062917150PrcntDirectSubLoanLimitEA24CODSysChngsDSu
bLoanLimtImpl07141617Attach.pdf
Automatic Reductions to Disbursements and Awards Following Closeout
In order for the COD System to correctly calculate the Subsidized Usage Period for a Direct Loan award, a
school must ensure both the loan amount and disbursement amounts reflect the total amount disbursed to the
student. In an effort to improve the accuracy of the calculations, effective July 16, 2017, the COD System will
automatically reduce pending disbursements (Disbursement Release Indicator (DRI) = False) and award
amounts after the closeout process for the program and award year is completed.
With this change, the COD System will automatically reduce the applicable disbursements and awards after the
earliest of the following occurs—




A school confirms closeout (completes the Program Year Closeout Balance Confirmation process) via the COD
Web Site,
Federal Student Aid confirms closeout on behalf of a school, or
The closeout date has passed for the program and award year, the school is not on extended processing, and the
latest Financial Award (loan period) End Date is in the past.

The COD System will reduce pending disbursements (DRI = False) to zero, regardless of the amount; actual
disbursements will remain unchanged. Once the pending disbursement amounts are reduced, the COD System
will also reduce the award amount to equal the sum of the actual disbursements. The reduction will apply to all
Direct Loan awards (Subsidized, Unsubsidized, and PLUS) for the school for the applicable award year.
Automatic Changes to Financial Award Begin and Financial Award End Dates (Loan Period Dates)
Following Closeout
In addition to the disbursement and award amount changes, the COD System will also update the Financial
Award Begin and End Dates (Loan Period Dates), if necessary. The updates will ensure that the payment
periods in which an actual disbursement was not made are not considered in the subsidized limit calculations.
Note: The COD System will not update the Financial Award Begin or End Dates when—
 An inactive disbursement falls between two active disbursements
 The Payment Period Start Date is the same for all disbursements
 The entire award has been reduced to zero

SCHOOL NOTIFICATIONS AND REPORTS
Schools will receive information about changes in the following ways. Important: Because these adjustments
will be made after closeout, schools will not receive Common Record responses. As a result, the changes will
only be made on the COD System. Schools should make these adjustments on their systems before the closeout
deadline.

July 2017

6

Subsidized Usage Change (CRSU) System-Generated Responses
Once the automatic disbursement and award reductions occur and financial award begin and end dates are
adjusted, the COD System will recalculate the Subsidized Loan Limit calculations. The updated values will be
returned to schools through the existing Subsidized Usage Change (CRSU) system-generated response. Note:
All schools associated with the award will receive the CRSU response. This includes schools that have already
confirmed closeout.
New SULA Adjustments Needed Report
Beginning July 16, 2017, COD will create a SULA Adjustments Needed Report. This report will help schools
identify awards that should be adjusted and/or corrected in their system before the automatic reductions take
place.
A Direct Loan award will be included on the report if it meets one of the following criteria:
1. The sum of the award’s actual disbursements (DRI = True) is less than the award amount (and award has
least one actual disbursement).
2. The sum of the all of award’s disbursements is greater than the award amount.
3. All of the award’s disbursements have the same Payment Period Start Date (excluding single disbursement
awards).
4. The award has at least one inactive disbursement with Payment Period Start Date inside the Loan Period.
5. The award has only anticipated disbursements and the award amount and/or disbursements are greater than
zero.
The report will be generated monthly and will be created in comma delimited (csv) with headers format. A
separate report will be generated for each of the three most recent closed out award years.
The report will be available to schools via the COD Web Site. It will not be sent to schools’ SAIG mailboxes.
For more information about the report and to view the file layout, refer to Volume VI, Section 8 of the COD
Technical Reference.

ADDITIONAL COD SYSTEM IMPLEMENTATION PLANNED FOR JULY 14-16, 2017
The changes below will also be implemented during the July 14-16, 2017 period and will impact COD system
processing for all programs. Please open this link for examples and full details on implementation of these
changes:
https://ifap.ed.gov/eannouncements/attachments/062917AdditionalCODSysImplementPlannedforJuly14thru162
017.pdf
Enhancements to the COD Batch Search and Search Results Functionality
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Updates to the Anticipated Disbursement Queue - In March 2017, COD added a new Anticipated
Disbursement Queue page to the COD Web Site where schools are able to search and view anticipated
disbursements (DRI=False) currently on file on the COD System. Beginning July 16, 2017, additional updates to
improve the functionality and navigation of the Anticipated Disbursement Queue will be available.
COD Web Site – Login Screen Changes - Beginning July 16, 2017, FSA will modify the manner in which a
user logs in to the COD Web Site. Similar to the current process for other Federal Student Aid websites, such as
National Student Loan Data System (NSLDS), when a user clicks on the COD Web Site Home page login button,
instead of being directed into the current COD Web Site login page, users will be redirected to Federal Student
Aid’s Access and Identity Management System (AIMS) COD login page. The new login page will also include
token management options. After a user logs in, the user will be redirected to the COD Web Site user role
selection page and proceed as they currently do. Note: User credentials will NOT change; users will continue to
use their current FSA User ID and password to log in.
Updates to the Closeout Process - Currently, there are some differences in the closeout process among the
Direct Loan, Pell Grant, and TEACH Grant programs. Beginning July 16, 2017, the COD System will be
modified to make the closeout process similar across programs and to streamline the processes. Please refer to
the link provided above for an extensive chart outlining closeout actions before July 16, 2017 and changes
beginning July 16, 2017.
Session Timeout Pop-Up Message Added to the COD Web Site - A “session time-out” warning message will
be added to the COD Web Site. Currently, after 15 minutes of inactivity a user is automatically logged out of the
site. Beginning July 16, 2017, a warning message will appear and remain on the screen when a user has 5 minutes
or less remaining before being automatically logged out of the COD Web Site. Once the pop-up screen appears,
users will have the option of selecting “Keep Active” to remain logged into the COD Web Site. If no action is
taken, a user will be logged out at the end of the 5-minute warning.

2017-2018 DIRECT LOAN FEES
The Budget Control Act of 2011 (the sequester law) remains in effect, and include sequester-required changes
to Direct Loan fees and the percentage reduction that institutions must apply to awards in the Iraq-Afghanistan
Service Grant and TEACH Grant programs where the first disbursement is on or after October 1, 2017.
Find information on how the sequester affected the Iraq-Afghanistan Service Grant and TEACH Grant
programs at: FY 18 Sequester-Required Changes to the Title IV Student Aid Programs
https://ifap.ed.gov/eannouncements/061917FY18SequesterRequiredChangesTitleIVStudentAidPrograms.html
The terms of the sequester increase the loan fees charged to Direct Loan borrowers for Direct Subsidized/Direct
Unsubsidized and Direct PLUS loans from their statutory rates of 1 percent and 4 percent, respectively.
For loans where the first disbursement is made on or after October 1, 2017 and before October 1, 2018 –
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The loan fee for Direct Subsidized Loans and for Direct Unsubsidized Loans is 1.066%. For example, the
fee on a $5,500 loan will be $58.63.
The loan fee for Direct PLUS Loans (for both parent borrowers and graduate and professional student
borrowers) is 4.264%. For example, the fee on a $10,000 PLUS Loan will be $426.40.

The following chart shows the sequester-required loan fees for FY 17 and FY 18.

Loan Type
Direct Subsidized
Loans and Direct
Unsubsidized
Loans

Direct PLUS
Loans (Parent
and Grad/Prof
Student)

Direct Loan Fees
for FY 17 and FY 18
First Disbursed
FY 17
On or after
October 1, 2016 and
before
October 1, 2017
FY 18
On or after
October 1, 2017 and
before
October 1, 2018
FY 17
On or after
October 1, 2016 and
before
October 1, 2017
FY 18
On or after
October 1, 2017 and
before
October 1, 2018

Loan Fee
Percent
1.069

Fee Example
$58.79 on a
$5,500 loan

1.066

$58.63 on a
$5,500 loan

4.276

$427.60 on a
$10,000 loan

4.264

$426.40 on a
$10,000 loan

Loan fee calculations that result in more than two decimal places must be
truncated (not rounded) to two digits after the decimal point (cents).
As a reminder, the loan fee percentage for a loan is determined by the date of the first disbursement of the loan.
Any subsequent disbursements of that loan, even if made on or after the relevant October 1, have the same loan
fee percentage that applied to the first disbursement of that loan.
IMPORTANT: Institutions may immediately begin submitting Direct Loan origination records to the Common
Origination and Disbursement (COD) system where the first disbursement will be on or after October 1, 2017.
Of course, those origination records must have the correct loan fee amount as provided earlier in this letter.
Loan origination records previously submitted with an anticipated first disbursement on or after October 1, 2017
have already been corrected by the COD system.
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Operational Guidance for Direct Loan Origination Fee Change October 1, 2017
https://ifap.ed.gov/eannouncements/061917OperationalGuidanceDirectLoanOriginFeeChange100117.html

REMINDER: SSN CORRECTIONS IN THE CPS
SSN Changes in CPS -When the Free Application for Federal Student Aid (FAFSA®) is submitted to the CPS,
the SSN and first two letters of the applicant's last name on the FAFSA become the CPS transaction ID for the
processing cycle. For example, if John Smith applies using an SSN of 999-99-9999, his identifier for the
processing cycle will be 999999999SM.
There are two SSN fields in a student's CPS record: one is the original SSN submitted with the FAFSA (which
becomes part of the identifier), and the other is the current SSN, which remains the same as the original SSN if
there is no correction. If a correction is made to the original SSN, the correction is accepted in the current SSN
field, but the CPS identifier (with the original SSN) remains unchanged throughout the cycle.
Incorrect SSN on the FAFSA
Students who enter their SSN incorrectly on the FAFSA (when there is not an SSA Match Flag of “4”) have a
few options:




File a new FAFSA. However, before filing a new FAFSA, they should ensure they will not be negatively affected by
any school or state aid deadlines.
Submit a correction to the SSN through the school. This is the best option when the student needs to maintain the
processed date from the original FAFSA.
Submit a correction to the SSN via a paper Student Aid Report (SAR). If students do not have a copy of their SAR, it
must be ordered by calling the Federal Student Aid Information Center (FSAIC) at 1-800-433-3243 (1-800-4-FEDAID). FSAIC will mail it to students, who must correct the SSN on the SAR and then mail it to the address listed on
the SAR.

If a student uses another student's SSN and creates an incorrect CPS identifier (which can occur with siblings)
before the second student has submitted a FAFSA, the student with the incorrect SSN must file a new FAFSA
to create a CPS identifier with the correct SSN instead of submitting a SAR correction.
The student whose SSN was improperly used must submit a correction application for the data to be processed
at the CPS. A correction application may be obtained by calling FSAIC at 1-800-433-3243 (1-800-4-FED-AID).
When the call is received, a FSAIC Customer Service Representative will transfer the student to the correction
application voicemail; the student should leave a detailed message, following the instructions on the voicemail.
A representative will then contact the student and provide further instructions on resolving the SSN issue.
SSN Changes Related to the COD System
The Common Origination and Disbursement (COD) System always uses the current SSN when processing
records, whether it is the same as the original SSN or not. Therefore, schools should only submit the current
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SSN to the COD System for processing of grant and loan data and only after any Institutional Student
Information Record (ISIR) correction to the SSN has been successfully processed by the CPS. The CPS will
send both the CPS identifier and the current SSN to the COD System. Refer to the COD Technical Reference
for information on submitting record data to the COD System.
Schools can correct a student's SSN provided the record does not have a Social Security Administration (SSA)
Match Flag of "4" (indicating a successful SSN match) by using FAA Access to CPS Online or third-party
software.
If Both Students Receive a Match Flag of “4”
In rare cases, two students have both entered incorrect SSNs and received an SSA Match Flag of “4.” Typically
this occurs with twins who have the same last name, the same date of birth, and the same first two letters of the
first name and whose SSNs get switched. When this happens, both students must file a correction application
because the matches are not based on correct information for either applicant.
In cases where it appears that two students share the same SSN, FSAIC should be contacted for assistance.
If the SSN is changed when there is a Match Flag of “4”
In the event that a student filed the FAFSA with the correct SSN, received an SSA Match flag of “4”, and
accidentally changed his or her correct SSN to an incorrect SSN, a correction application must be filed by the
student in order to successfully correct the SSN back to the original.
Use of Pseudo-SSNs for FAFSA filers in subsequent years
It is critical that students from one of the Pacific Island groups who receive a nine-digit pseudo-SSN assigned
by the CPS continue to use that nine-digit number on subsequent FAFSAs. Returning filers and FAAs should
never provide only the first three digits (666) of the pseudo-SSN on any subsequent FAFSA because this will
create a new pseudo-SSN. Only first-time FAFSA filers should submit just “666” in the SSN field.
Schools who have questions about or need assistance with submitting SSN corrections via FAA Access to CPS
Online may contact CPS/SAIG Technical Support at 1-800-330-5947 (TDD/TTY 1-800-511-5806) or by e-mail
at CPSSAIG@ed.gov.
https://ifap.ed.gov/eannouncements/062217CorrectionsintheCPS.html

2017-2018 FINAL FUNDING AUTHORIZATIONS FOR THE CAMPUS-BASED PROGRAMS
Final 2017-2018 Campus-Based programs (FSEOG, FWS and Perkins) funding worksheets and the 2017-2018
Statement of Account for each of the Campus-Based programs were posted to the eCampus-Based (eCB) Web
site early this month. A school's final funding authorization for each of the Campus-Based programs is based
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on the applicable statutory formula and on the amount of funds appropriated by Congress for that program. The
final funding worksheets will show the information that was used in the calculation of each school's 2017-2018
Campus-Based allocations. You will find an explanation of the calculation of the final funding authorization
attached to the electronic announcement at the link provided below.
Returning more than 10 percent of the 2015-2016 Allocation for one of the Campus-Based Programs
Affects a School's 2017-2018 Allocation
As required by the HEA, unless a waiver has been granted, if a school returns more than 10 percent of its FWS
or FSEOG program allocation for an award year, the school's allocation for that program in the second
succeeding award year will be reduced by the amount returned. Thus, underutilization of 2015-2016 funds
could impact a school's allocation of 2017-2018 funds.
February 6, 2017 was the waiver request deadline and schools have already been notified if a submitted waiver
was granted. Any school that underutilized its 2015-2016 allocation by more than 10 percent and did not
receive approval of a waiver request will see an adjustment in the applicable final funding worksheet on the line
labeled "Allocation Reduction."
Reallocation of Additional Campus-Based Funds for the 2017-2018 Award Year
All of the Campus-Based funds available for the 2017-2018 Award Year have been allocated in this final
Campus-Based allocation process. However, some schools may qualify for supplemental 2017-2018 CampusBased funds based upon a reallocation of funds not spent by institutions from 2016-2017 allocations. Specific
information on the reallocation process and the electronic application for requesting additional funds will be
provided in subsequent communications.
"Total Authorized Level of Expenditure" or "LOE" for the Federal Perkins Loan Program
Even though there is no new federal capital contribution for the 2017-2018 Award Year, the Level of
Expenditure (LOE) amount shown on a school's Statement of Account and Perkins Loan final funding
worksheet represents the maximum amount the school is authorized to expend from its Perkins Loan fund for
the 2017-2018 Award Year. If the school wants to request an increase in its LOE, it must contact the School
Participation Division at the Department’s regional office that serves the state in which the school is located.
School Participation Division Contact Information is available on the Information for Financial Aid
Professionals (IFAP) website.
https://ifap.ed.gov/eannouncements/060217FinalFundingAuthorizationsCampusBasedPrograms1718.html

2017-2018 PROGRAM REVIEW GUIDE FOR INSTITUTIONS
This Guide provides information about the general guidelines established by the U.S. Department of Education
for conducting program reviews of institutions participating in the Title IV financial assistance programs. The
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Guide provides information to assist institutions in preparing for and participating in a program review process
and follow-up. The Guide is updated periodically to reflect regulatory developments and changes in the
program review process.
The Guide is available on the IFAP website to institutions participating in programs authorized under Title IV
of the Higher Education act.
https://ifap.ed.gov/eannouncements/060217ProgramReviewGuide2017.html

US-CERT MESSAGE REGARDING WORLDWIDE RANSOMWARE ATTACKS
Many have read in the news about recent ransomware attacks around the world. On June 27, 2017, the United
States Computer Emergency Readiness Team (US-CERT) posted a message that offers information schools and
other members of the financial aid community can use to help protect themselves.
The US-CERT message is available at https://www.us-cert.gov/ncas/current-activity/2017/06/27/MultiplePetya-Ransomware-Infections-Reported.
The US-CERT message reads as follows:
Multiple Petya Ransomware Infections Reported
US-CERT has received multiple reports of Petya ransomware infections in many countries around the
world. Ransomware is a type of malicious software that infects a computer and restricts users' access to
the infected machine until a ransom is paid to unlock it. Individuals and organizations are discouraged
from paying the ransom, as this does not guarantee that access will be restored. Using unpatched and
unsupported software may increase the risk of proliferation of cybersecurity threats, such as ransomware.
Petya ransomware encrypts the master boot records of infected Windows computers, making affected
machines unusable. Open-source reports indicate that the ransomware exploits vulnerabilities in Server
Message Block (SMB). US-CERT encourages users and administrators to review the US-CERT article on
the Microsoft SMBv1 Vulnerability and the Microsoft Security Bulletin MS17-010. For general advice on
how to best protect against ransomware, review US-CERT Alert TA16-091A. Please report any
ransomware incidents to the Internet Crime Complaint Center (IC3).
https://ifap.ed.gov/eannouncements/062817USCERTMessageRegardWorldwideRansomwareAttacks.html
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COMPLIANCE CORNER
THIRD-PARTY SERVICER CONTRACTS AND AUDITS

DJA meets all the criteria detailed below as well as the yearly audit requirements. In fact, DJA has had yearly
audits for many years with no findings.
The reason we are posting this information in the Compliance Corner is we have found many institutions do not
realize that the entities they are contracting with are actually deemed third party servicers by the USDE and as
such, must comply with the information below. Please take a few minutes to read this important information
from the 17/18 FSA handbook and ensure that your institution is in compliance.
Schools are permitted to contract with consultants for assistance in
administering the FSA programs. However, the school ultimately is
responsible for the use of FSA funds and will be held accountable if the
consultant mismanages the programs or program funds.
A third-party servicer administers any aspect of the school’s FSA
participation. Examples of functions that third-party servicers perform
include the following:
 processing student financial aid applications, performing need
analysis, and determining student eligibility or related activities;
 certifying loans, servicing loans, or collecting loans;
 processing output documents for payment to students, and receiving,
disbursing, or delivering FSA funds;
 conducting required student consumer information services;
 preparing and certifying requests for cash monitoring or reimbursement funding;
 preparing and submitting notices and applications required of eligible
and participating schools, or preparing the Fiscal Operations Report and
Application to Participate (FISAP);
 performing default prevention/aversion activities, such as contacting
student loan borrowers to discuss repayment options or borrower account
history, assisting with completion and/or collection of borrower deferment or
forbearance forms, performing entrance/exit loan counseling, implementation
and oversight of a written default management plan, and /or accessing
borrower information contained in Department systems;
 accessing Department systems (NSLDS, COD, CPS, etc.) that contain
personally identifiable student information, and/or accessing personally
identifiable student information downloaded from a Department system to
perform any Title IV function or service on behalf of an eligible institution;
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determining student eligibility and related activities, such as completing verification, performing
satisfactory academic progress evaluations, determining award amounts, performing Return of Title IV
aid calculations, and/or reconciling Title IV program accounts; and
 processing enrollment verification for deferment forms or NSLDS enrollment reporting
For more examples of Third-Party Servicer Activities see DCL GEN 15-01, January 9, 2015, and DCL GEN16-15, August 18, 2016.
Requirements of a third-party servicer contract
Under a contract with a school, a third-party servicer agrees to
comply with all Title IV provisions, which includes those that refer
solely to schools as well as to servicers, and to be jointly and
severally liable with the school for a violation by the servicer of any
of those provisions.
A school must ensure that its contracts accurately and specifically
detail the functions that the servicer (or its subcontractor(s), (if
applicable) performs on behalf of the institution, and those functions
that are required to be completed by the institution. The contract must
identify the third-party servicer by its legal name and include any
other name the servicer does business as (d/b/a). The contract must
provide the physical address and primary phone number of the
servicer’s primary location, as well as the name, title, phone number,
and e-mail address of the president or chief executive officer of the
entity. If a third-party servicer subcontracts any of its contractual
responsibilities, the contract must identify the subcontractor and
clearly describe the functions performed on behalf of the servicer and
institution by the
subcontractor.
The servicer agrees to use
any Title IV funds (and
interest or earnings on
them) in accordance with
the regulations and, if it
disburses those funds, to confirm student eligibility and make the
required returns to Title IV funds when a student withdraws.
A third-party servicer must refer to the Department’s inspector general any suspicion of crime relating to FSA program administration,
including any information that there is reasonable cause to believe the
school might have engaged in fraud or other criminal misconduct
pertaining to the FSA programs (see the examples in the margin).
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If the contract is terminated or the servicer files for bankruptcy or ceases to perform any functions prescribed
under the contract, the servicer must return to the school all unexpended FSA funds and records related to the
servicer’s administration of the school’s participation in the FSA programs.
For more information about elements to include in Third-Party Servicer contracts see DCL GEN 15-01, January
9, 2015, and DCL GEN-16-15, August 18, 2016.
Excluded functions
Examples of functions that are not considered administering the participation in a Title IV program:

performing lockbox processing of loan payments;

performing normal electronic fund transfers (EFTs) after being initiated by the school;

acting as a Multiple Data Entry Processor (MDE);

financial and compliance auditing;

mailing documents prepared by a school or warehousing school records;

participating in a written arrangement with other eligible schools to make eligibility determinations and FSA
awards for certain students (see Chapter 2); and

providing computer services or software

A person or organization performing these functions is not considered to be a third-party servicer and is not
subject to third-party servicer requirements.
Excluded entities - An employee of a school is not a third-party servicer.
For this purpose, an employee is one who: is paid directly by the school; works full or part time or on a
temporary basis; performs all duties under school supervision, whether on site or remotely; is not employed by
or associated with a third-party servicer; and is not a third-party servicer for any other school.
A school may not have as a third-party servicer one that

has been limited, suspended, or terminated by the Department within the preceding five years;

has had, during the servicer’s two most recent audits, a finding that resulted in the servicer being required
to repay an amount greater than five percent of the funds that the servicer administered under the Title IV
programs for any year; or

has been cited during the preceding five years for failure to submit audit reports required under Title IV in
a timely fashion

AUDITS FOR THIRD-PARTY SERVICERS
Audit requirements also apply to third-party servicers. If a servicer contracts with several FSA schools, a single
compliance audit can be performed that covers its administrative services for all schools. If a servicer contracts
with only one FSA school and that school’s own audit sufficiently covers the functions performed by the
servicer, the servicer does not have to submit a compliance audit. A servicer must submit its compliance audit
within six months after the last day of the servicer’s fiscal year. The Department may require a servicer to
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provide a copy of its compliance audit report to guaranty agencies, lenders, state agencies, the Department of
Veterans Affairs, or accrediting agencies.
In addition to submitting a compliance audit, a servicer that enters into a contract with a lender or guaranty
agency to administer any aspect of the lender’s or guaranty agency’s programs must submit annually audited
financial statements. The financial statements must be prepared on an accrual basis in accordance with
Generally Accepted Accounting Principles (GAAP) and audited by an independent auditor in accordance with
Generally Accepted Government Auditing Standards (GAGAS) and any other guidance contained in audit
guides issued by the Department’s Office of the Inspector General.
If the Department determines that, based on audit findings and responses, a third-party servicer owes a liability
for its administration of the FSA programs, the servicer must notify each school with which it has a contract of
the liability. Generally, unless they submit an appeal, schools and servicers owing liabilities must repay those
liabilities within 45 days of being notified by the Department.
As noted earlier, a school may never use a third-party servicer’s audit in place of its own required audit because
the school is ultimately liable for its own violations as well as those incurred by its third-party servicers.

DJA CALENDAR
Monthly DJA Webinar:

Campus Crime Report —Wednesday, July5, 2017 at 11 a.m. CDT

NOTE: There may be a difference between DJA local time and your time zone. To determine your time zone
equivalent, click on this link to view a time zone map: http://www.worldtimezone.com/time-usa12.php
Webinars are free to clients. There is a fee for all others who may be interested in joining us for these
presentations. Invitations are automatically sent to all clients, however if you do not receive an invitation, email
Kim Onderek at konderek@gotodja.com. After registering, you will receive the log-in information. Questions
can be directed to Kim by email or by calling toll free at 1-800-242-0977.

2017 DJA MONTHLY WEBINAR SCHEDULE
AUG 2
SEPT 6
OCT 4
NOV 1
DEC 6

Entrance and Exit Counseling
Cash Management
Enrollment Reporting Using NSLDS
Program Integrity (Audits, Program Review)
1098-T Reporting

Disclaimer: The information presented in this Newsletter is provided as a service and represents our best efforts to assist institutions with federal student aid
regulations. We have collected information we believe to be important in finding and obtaining the resources for administering federal student aid; however, we assume
no liability for the use of this information. The information in this newsletter does not constitute, and should not be construed as, legal advice.

